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ABSTRACT

Insider threats present a major concern for organizations worldwide. As organizations need to provide
employees with authority to access data to enable them to complete their daily tasks, they leave themselves
open to insider attacks. This chapter looks at those who fall into the category which can be referred to as
insiders and highlights the activity of outsourcing which is employed by many organizations and defines
the term insider threat while pointing out what differentiates an accidental threat from a malicious threat.
The discussion also considers various methods of dealing with insider threats before highlighting the
role education and awareness plays in the process, the importance of tailoring awareness programs,
and what the future holds for insider threats within organizations.

INTRODUCTION

In the early 1990s the United States saw a drive in the growth of business because of telecommunica-
tions networks and the Internet. Despite this growth, the dependency placed upon these networks placed
the U.S. in a precarious position as it also increased their vulnerability to cyber exploitation and by the
end of the twentieth century the U.S. had become the most vulnerable nation to cyber-attacks aiming to
disrupt or interfere with essential services (McConnell, 2002).
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Organizations, worldwide regardless of their size or form have all accepted that an increase in the de-
velopment of their existing services is essential if they are to improve and gain a much-needed advantage
over their fellow competitors. In their quest to achieve this goal organizations understand that a greater
dependence is placed upon the need for information technology (IT) for them to compete successfully
in the world of modern-day business (Abawajy, 2014). Businesses are already connected with the bulk
of transactions taking place in an electronic format the consequence of which is a constant rise in the
quantity of both personal and sensitive data produced and later collected. Sensitive data is looked upon
as one of the many assets of any organization as many appreciate its significance, considering it to be
the lifeblood of the processes and procedures which take place within their business (Sarkar, 2010). As
many of today’s organizations compete in lively and fast-moving environments which are constantly
developing, they produce a large volume of sensitive data in a bid to achieve their goals which include
lower prices, higher quality of products and services and a rapid development. However, the provision
of new opportunities coupled with the globalization of activities in both businesses and organizations
combined with the swift growth of ICT has given rise to a new problem in the form of threats (Stavrou
et al. 2014).

Organizations can find themselves on the receiving end of threats as their information security is
susceptible to dangers from a wide variety of sources which present in many different formats varying
from the less complicated spam emails to the more structured and complex form of attack such as mal-
wares (malicious software) which can steal or contaminate data and ultimately produce enough damage
to leave systems in a condition where they are inoperable (Abawajy, 2014).

One such threat includes that caused as a direct result of online social networking (OSN) which has
recently experienced a sudden rise. Certain employees within organizations are accountable for informa-
tion and are later responsible for the leakage of this same information to outside parties. Careless use of
social media has a harmful influence on organizations placing networks and systems at risk of malware
which can resultin many negative issues including copyright and defamation issues, reduced productivity
which significantly affect the organization’s reputation and future income (Molok et al. 2011).

Modern-day information systems are challenged by a wide range of threats and even though attacks
which are started from outside such as viruses and hacking receiving much publicity the insider threat
however, presents a considerably higher level of danger (Theoharidou et al. 2005). This view is shared
by Baracaldo and Joshi (2012), McCormac et al. (2012), and Warkentin and Willison (2009) who all
point out that Insider attacks are still one of the most dangerous threats organizations can face today.

The insider threat comes from the trusted organizational member and they can cause the greatest harm
as they have access to the organization’s greatest asset ‘information’. Those individuals employed within
an organization have the capability to either damage or destroy sensitive information using uncomplicated
noncompliance of security policies, negligence, the absence of motivation in the protection of sensitive
data, careless actions within the workplace or insufficient training. Including reduced productivity and
revenue such actions result in the failure to protect the confidentiality of the organization, its associates,
customers and ultimately the reputation of the organization’s information system. This problem is often
referred to as the ‘endpoint security problem’ as the employee is the last point of contact or endpoint
of the information system (IS) and its network. It is often said that the weakest link or greatest security
problem within a network lies between the keyboard and the chair (Warkentin, and Willison, 2009).

Organizations are faced with an ever-growing task in relation to computer security and face persistent
attacks from both external and internal sources as there are many different threats which are all keen to
breach organizational security defenses with a noticeable increase in the vulnerability to threats posed by
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the insider because of the worryingly high increase in the possession of privileged access to the network
which they enjoy and require to carry out their jobs (Nurse et al. 2014; Martinez-Moyano et al.2008).

This view is also expressed by Claycomb and Nicoll (2012) as they highlight that insider threats are
both a constant and ever-increasing problem. The insider attack presents a much greater risk to organi-
zations, the main reason for this however is not solely due to the advantage which the insider currently
enjoys by already holding secure access to the network but it is also due to the fact that the majority of
network security procedures direct their attention to the prevention of external attacks from those who
are outside the network perimeter the consequence of which is a reduction in the importance assigned
to the safeguarding of network components against malicious access internally from within the actual
network itself from management/employees who already have network access and certain privileges
inside the network itself (Nurse et al.2014; McCormac et al. 2012). Martinez-Moyano et al (2008) also
emphasize that the growing dependence of organizations on technological infrastructures has placed
organizations in a position where they are exposed to an increased vulnerability from insider threats.

The rest of this chapter looks at those individuals who can be classed as insiders and offers a defini-
tion for the term ‘insider threat’ looking at their frequency of occurrence and the different causes. The
practice of non-compliance within the workplace is examined highlighting some reported breaches of
security by organizational employees and the reported damage caused to those organizations due to
the practice of insider threats. Also covered within this chapter are the roles which both education and
awareness can play in dealing with the growing problem of the insider threat within an organizational
setting including the possibility of reducing the issue or eradicating it completely as organizations now
place more emphasis on external threats and their prevention than they do on the insider threat which
can be equally if not more dangerous to an organization.

BACKGROUND

The cost incurred to businesses worldwide due to security breaches and computer viruses has been a
total of $1.6 trillion a year and 39,363 human years of productivity (Ula and Fuadi, 2017). This high-
lights the importance placed in the ability for organizations to protect their assets and why the security
of information is such a major concern in organizations. The potential for attacks from hackers is such
a worry that many are forced to employ services in a bid to protect against viruses and malware and
the likelihood of an attack from an outsider. However, although protection from external attacks is an
important concern it is also essential not to dismiss the possibility of attacks which occur closer to home
as much evidence suggests that internal breaches have been the cause of many significant, costly attacks
and security incidences in both government and organizational sectors (Sarkar, 2010). A similar view
is shared by Chinchani et al. (2005) as they highlight that many organizations concentrate solely on ex-
ternal attacks as techniques and tools are now available to help in finding and fixing such weaknesses,
unlike the internal threat which is not yet fully understood, difficult to calculate and there is an absence
of available tools and techniques which are able to help with such a situation.

Insider attacks are a well-recognized problem with the threat they offer being acknowledged as far
back as the 1980s (Chinchani et al. 2005). However, for years organizations have wrestled with this
internal issue of defending themselves from individuals which they should trust in the day-to-day run-
ning of their business. Such individuals are referred to as ‘insiders’ which include employees, freelance
workers, consultants and others who have the privilege of having access to vital areas within an orga-
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nization which ultimately enables them to access important organizational information. Individuals in
such positions however may exploit the trust bestowed upon them for their own personal gain and pose
as a serious threat to confidentiality within the organization, the organization’s significant assets and
ultimately the organization’s reputation (Liu et al. 2008).

Insiders worldwide are accountable for many such incidents with reports of insider threats by those
granted the privilege of access to information within organizations where they have been employed.
Many such incidents however, go unreported to protect the reputation and good name of the organization
yet many still make the headlines such as the following:

e  Over a period of months in 1996 two credit union employees working together altered credit
reports for monetary gain. Both employees had authorization as part of their normal duties to
update information received by the company however these two individuals misused their autho-
rization by removing negative credit indicators and adding fabricated indicators of positive credit
in exchange for money. The total amount of fraud because of these activities surpassed $215,000
however, the risk associated with the credit union as a result was immense (Randazzo et al. 2005).

e  Sarkar (2010) highlights how the UK government hit the headlines in 2008 when a Home Office
contractor lost a USB stick which held details of all 84,000 prisoners within Wales and England
resulting in the end of a £1.5 million contract with a management consultancy firm.

e  Aninternational financial services company fell victim to a logic bomb in 2002 deleting 10 billion
files in the company and affecting servers of over 1300 companies throughout the United States.
The company suffered losses totaling $3million needed to repair damage and recreate the deleted
files. Investigations later revealed that the logic bomb was planted by a frustrated employee who
quit the company over a dispute regarding the amount of his annual bonus (Randazzo et al. 2005).

The incentive to work on insider threats varies from country to country as the U.S. interest appears
to be centered more around events which cause damage to national security such as the case of Rob-
ert Hanssen, an FBI insider who was arrested in 2001 for stealing and selling secrets to the Russians
and more recently, the case of Bradley Manning an American soldier and insider who revealed many
confidential U.S. government documents. When compared to the $7billion fraud committed against
the French bank Societe Generale by one of its own traders, Jerome Kerviel the difference is obvious
(Hunker and Probst, 2011).

WHO ARE INSIDERS?

A reliable definition of an insider is difficult to obtain and as such it hampers the detection of threats
from this group of individuals. The assumption of a perimeter around an organization such that those
within the perimeter can referred to as insiders is not practical with the increase in mobile computing
and outsourcing (Bishop and Gates, 2008). Similarly, an insider can have wireless connectivity and have
a physical presence far away from an organization while likewise individuals can be physically present
within an organization but have no authorization to use the computation infrastructure (Chinchani et al.
2005). Despite the arguments which surround an insider’s physical location, many descriptions of what
constitutes an insider are however offered. One such definition includes that proposed by Magklaras and
Furnell (2005) who explain that the insider is an individual who has legitimately been given the ability
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to access one or several elements of the IT infrastructure using one or more authentication mechanisms.
It is the use of the word legitimately which differentiates between the insider who enjoys a certain level
of trust and advantages in comparison to the external hacker who must spend extra time and effort in
obtaining a point of entry to the computer system an advantage which the insider already enjoys. As
Sarkar (2010) highlights the insider can be an employee who has the required privileges such as keys,
log on details for the network and suitable network access to enable them to fulfil his/her duties in their
place of work on a day-to-day basis. This is a view which is shared by Greitzer et al. (2008) who define
the insider as a person who is now or was on some earlier occasion granted the authority to access the
organization’s information system, data or network and such authorization is indicative of a high level
of trust in that individual.

Hayden (1999) who also explains that insiders who can be employees, contractors or service provid-
ers or somebody with valid access to a system however, stresses that the issue of trust is an important
factor regarding insiders as the more privileges they enjoy on the system, the greater will be their level
of knowledge and access on the system and ultimately, they pose a higher potential threat.

Probst et al. (2010) describe an insider as the following:

An insider is an individual who has rightful access to resources.

An insider is an individual or company which the organization trust.

An insider is the user of a system who can use their privileges for the wrong purpose.

An insider is an individual who despite having authorized access may use this benefit to damage
or remove organizational assets or help outsiders in carrying out such acts.

Probst et al. also highlight how the following definition for an insider has been proposed:

Aninsider is a person that has been legitimately empowered with the right to access, represent, or decide
about one or more assets of the organization’s structure. (Probst et al. 2010)

Despite this proposed definition of insiders, there are however, insiders which are not necessarily
always friendly in nature helping organizations in their day-to-day functions as some may present as
threats posing a danger to organizations and their resources namely their private data/information (Park
and Ho, 2004). In defining the insider Anderson (1999) looks at the intent of the insider classifying
them into three categories which include Normal — Abnormal — Malevolent. Anderson (1999) explains
each of these three categories further highlighting the intent of each of three insider types as follows:

e  Normal: This category of insider is likely to carry out insider activity which is unlikely to present
a threat.

e  Abnormal: The insider activity by this group may consist of routine errors which may cause is-
sues in a weak system causing private information to be accidentally revealed

e  Malevolent: This includes insider activity which presents a threat as it is carried out with mis-
chievous intent.

McConnell (2002) highlights that everybody connected to the Internet is a possible insider within an
organization and ordinarily in an environment which is non-computing the authority to access information
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is based upon distinct roles which relates to users and the access privileges they have. However, within
the modern computing environment roles often change and, in many instances, are less well-defined.

The greatest threat to computer security is symbolized by insiders as these individuals understand
fully the commercial side of their organization and the workings of the computer system and they pos-
sess confidentiality and the legitimate access to the network which enables them to carry out insider
attacks (Nguyen et al. 2003)

THE INSIDER THREAT

The subject of the insider threat is not a new issue as documented reports of this problem date as far

back as the 1980s (Chinchani et al. 2005) and as Miller and Maxim (2015) stress it is the responsibility

of organizations to face up to the fact that insider threats pose a significant threat and are increasing in

difficulty. The task of achieving a conclusive definition for the insider threat is both challenging and

complex as so many varied opinions on this subject exist (Humphreys, 2008). Despite this fact there are

however, many different definitions presented on this subject some of which including the following:
Cappelli et al. define the insider threat as:

Individuals who were, or previously had been, authorized to use the information systems they eventually
employed to perpetrate harm. (Cappelli et al. 2004)

Bishop and Gates explain how the insider threat can be defined with respect of these two primitive
actions:

1. violation of a security policy using legitimate access violation of a security policy using legitimate
access

2. violation of an access control policy by obtaining unauthorized access (Bishop and Gates, 2008)
Finally, the definition offered by Greitzer et al. differs again as they say:

The insider threat is manifested when human behavior departs from compliance with established policies,
regardless of whether it results from malice or a disregard for security policies. (Greitzer et al. 2008)

Greitzer and Frincke (2010) also highlight that despite the vast amount of research which has been
carried out on the insider threat, especially in the studies of both the psychology and motivation of in-
siders, the prediction of insider attacks however still proves exceedingly difficult. The insider threat has
commanded a serious amount of attention and it is referred to as the most difficult security problem to
deal with because the insider has information which is unknown to outside hackers and as a result, they
are able to inflict serious damage (Hunker and Probst, 2011). Internal attacks take place when authorized
individuals including trusted employees within an organization execute specific actions in the organization
abusing the trust and privileges, they have thus causing harm to the organization (Baracaldo and Joshi,
2012; Chinchani et al. 2005; Greitzer et al. 2008; Blackwell, 2009). As Greitzer et al. (2008) point out
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insider threats begin when the behavior of humans deviates from compliance with established policies
whether it is a result of malicious intent or just a complete disregard for security policies

Trying to escape such threats from insiders is a frightening task as it is essential that employees
receive privileges to enable them to carry out their jobs in an efficient manner. However, the provision
of too many privileges to an employee can have detrimental effects if they are misused in either an in-
tentional or unintentional fashion (Baracaldo and Joshi, 2012). Greitzer and Frincke (2010) claim that
only a small number of employees take part in the type of behavior which could be described as that of
an insider threat as the rest of the working population is made up of individuals who are classed as both
honest and hard-working. Worryingly however, they also highlight that a report by the U.S. Department
of Defense in 1997 confirmed that 87% of those intruders into the Department of Defense which were
recognized included either employees or others who were internal to that organization.

The main motivational factor behind many insider attacks is pure and simple financial gain as high-
lighted by Cappelli et al. (2004) as they claim that carrying out insider attacks for any other purpose is
simply not worth the risk. Financial gain can be achieved through different formats depending on the
type of organization in which the insider threat takes place. In financial establishments such as banks, the
value lies in customer account records and company accounts which give a direct route to funds while
other types of organizations such as software companies do not offer such immediate financial rewards
as the real value lies in the branded software code (Chinchani et al. 2005). Monetary losses incurred
because of insider attacks range in value from five hundred dollars to tens of million dollars with ap-
proximately 75% of organizations experiencing a negative impact to their business and 28% reporting a
negative influence on their reputations (Baracaldo and Joshi, 2012). All commercial sectors are troubled
by the insider threat for several reasons including the following:

e  Personal gain and profit (scams, fraud or theft of information and other assets).
e  Taking part in reckless behavior whether it was intended to cause harm or not.
e  Malicious damage/sabotage which was intended to inflict harm.

Martinez-Moyano et al. (2008) clarifies that data analysis carried out by CERT/CC (coordination
center for the computer emergency response team) stresses that the three different insider threats which
organizations face include 1) Long term, 2) Sabotage, 3) Espionage or information threat. Franqueira et
al. (2010) also highlights that other classifications of the insider threat concentrate solely on the intentions
of the insider and likewise organizes them into three separate categories which include the following:

o  Theft of information also referred to as espionage when individuals steal private or personal from
the organization.

e [T sabotage which occurs when somebody damages the organization or any individual within it.

e  Finally, the third category refers to fraud which occurs when someone acquires unwarranted ser-
vices or property from the organization.

Franqueira et al. (2010) point out however, that there is a connection between these three classifica-
tions as impersonators are in a better position to execute fraud while trespassers or those who carry out
a lawful action in an illegal or improper manner are in a better place for the execution of sabotage and
espionage. According to Greitzer and Frincke (2008) there are many different types of crimes associated
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with insider threats include Espionage, Sabotage, Terrorism, Embezzlement, Extortion, Bribery and
Corruption. Even though insider threats have a higher success rate, they occur less often than outsider
attacks as displayed in table 1. They pose a greater risk than their counterparts and have an immediate
advantage by having legitimate access to the system (Chinchani et al. 2005).

MALICIOUS/ACCIDENTAL THREATS

The very mention of an insider threat invokes the image of an unhappy employee who is planning to
take revenge or a malicious employee who is looking to achieve financial gain. Every organization is
afflicted by employees who unintentionally put their employers and the organization itself in danger.
Such insider threats however, are not deliberate and take place due to basic unfamiliarity or inexperi-
ence (Sarkar, 2010). All insider threats are not the same, as highlighted by Miller and Maxim (2015).
There are several different types of insider threats which include the malicious insiders who are current
or former employees or even trusted partners of the organization who abuse their positions and their
legitimate access to the organization’s network system/data making decisions fully aware that their ac-
tions will cause damage to the organization and have a full understanding that their actions will have a
negative effect on the organization they attack. Such actions include - but are not restricted to - theft of
information, fraud and sabotage. In comparison to this there are the insiders who are exploited by outside
groups and influenced into carrying out actions which they see as reasonable but will result in damage
to the organization. Finally, there is the category of insiders who, despite having privileges, are careless
in security responses or cause a security breach through incorrect handling of the organization’s main
asset, ‘information’ on the network (Miller and Maxim, 2015; Cole, 2015; Glasser and Lindauer, 2013).
Since few employees take part in insider threat activities the task of predicting insider attacks is made
more difficult and experts have realized that a character who is despondent in his or her place of work
and current job situation signifies the characteristics displayed by a would-be insider threat (Greitzer
and Frincke, 2010).

Sarkar (2010) highlights that the largest security threat comes from those individuals with extended
privileges and authorized access as great emphasis is placed on the importance of understanding the
psychology of those individuals who are involved in insider activity, both malicious and non-malicious.
Hunker and Probst (2011) list that there are psychosocial signs which highlight that an individual has
the potential to be a malicious insider, some of which include the following:

e  Disgruntled

e Accepting feedback
e  Anger management

Table 1. Percentage of Insider attacks against outsider attacks

Year 2004 2005 2006 2007 2008 2010
Insider Attacks 29% 20% 32% 31% 34% 27%
Outsider Attacks 1% 80% 68% 69% 66% 73%

(Zawalge et al. 2013)
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e  Disengagement
e  Disregard for authority
e  Performance issues

The detection of malicious insiders presents an enormous task as Azaria et al. (2014) explain that
initially the quantity of malicious insiders who have been exposed inside any given organization is nor-
mally very small, normally only amounting to a mere handful over the space of a decade thus creating
an imbalanced data set of more than 99.9% honest users and less than 0.1% of malicious insiders which
is not ideal for machine learning algorithms as they naturally assume data is balanced and the use of
imbalanced data usually results in high accuracy for the majority class. Azaria et al. (2014) are also
keen to point out that detection of malicious insiders is hindered further due to the lack of a publicly
available data set for the insider threat as many companies are unwilling to share such data to protect
their reputation.

Colwill (2009) emphasizes that the insider threat is constantly present revealing itself in many dif-
ferent formats and that the malicious insider can cause more harm to an organization as it has more
advantages than the outside attacker. Colwill (2009) also highlights that those individuals who carry out
malicious insider actions have a casual experience or mechanism which influences their motivation and
ultimately leads to betrayal. Such experiences can be classified into three main sources which include:

e  Rising, intensified or unaddressed dissatisfaction with their role or worth within an organization.
e  Recruitment by unfriendly outside individuals or groups.
e  The penetration of a malicious threat actor to a trusted position.

Neumann (2010) points out that despite the vast amount of attention which the intentional malicious
misuse achieves it would however be considered irresponsible to overlook the acceptable accidental
misuse as there is a likelihood that once this type of activity is accepted it could encourage malicious
misuse later.

OUTSOURCING

Worldwide communications offer the chance to outsource tasks which were previously carried out
within the organization in the home country to sites almost anywhere in the world. Such moves can
involve transporting organizational activities to areas which have a favorable taxation structure which is
more profitable with lower labor and set-up costs involving companies abroad which offer services at
prices which are inexpensive and can deliver skills which are in limited supply. As a result, the move by
organizations to outsourcing has become such an attractive proposition that the practice of outsourcing
has become universal throughout the public and private sectors (Jones and Colwill, 2008). The quantity
of third-party employees who are granted the privilege of long-term access to company systems and
information comparable to that of full-time employees is increasing rapidly and as such the position
of large volumes of outsider third party personnel is changed to insiders creating confusion over the
difference between full-time company employees and third-party personnel (Jones and Colwill, 2008;
Munshi et al. 2012).
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While the subcontracting and outsourcing of certain tasks offers many benefits such as leading to
improvements in efficiency, monetary gains, cheaper labor costs and other potential advantages it does
however present the issue of the movement of organizational boundaries where security defenses could
have been placed (Gollmann, 2011). As the growing tendency within organizations favors the use of
mobile computing, working from home and outsourcing it also increases the probability of insider at-
tacks. Outsourcing increases the possibility of confidential data being breached as information is moved
beyond the organization’s control and this data is made available to these third parties (Ophoffetal. 2014).

Despite the obvious difficulty of organizations ensuring that the confidential information they share
while outsourcing stays confidential and no data breaches occur, outsourcing is however, not without
its own difficulties. As highlighted by Colwill (2009) who firstly explains that the language differences
can present issues such as misinterpretation misunderstanding at all stages and secondly outsourcing
approaches can create further complications as many permanent staff witness roles being outsourced
leading to feelings of alienation within the organization and employees are fearful of job security in case
their roles within the organization are next in line for outsourcing. Colwill (2009) also highlights that
provision of effective education in outsourced locations to the same level as it can be delivered within an
organization is difficult due to the numbers of employees hired each month and due their physical location.

With many companies outsourcing many functions to external service providers, possibly in other
countries allowing them to avail of the financial benefits, technical issues such as auditing the part of a
business process which is being outsourced become difficult. Data protection and collection laws vary
from country to country and outsourcing the task of auditing itself can be challenging as protection of the
valuable confidential data already collected is of supreme importance and data should be as anonymous
as possible so that it does not relate back to a particular individual revealing only the required data which
the auditor needs to get results but prevents them from access to data they do not require and as a results
prevents them from drawing unwanted conclusions from the data they have access to (Probst et al. 2010).

STOPPING INSIDER THREATS

An extensive and successful insider threat mitigation approach must include the motivational factors and
behavior of humans beside organizational factors such as policies, procedures, hiring, training practices
and technical weaknesses along with the best practices for avoidance or the early detection of unauthor-
ized insider activity (Greitzer et al. 2008). Most mitigation strategies concentrate on how incidents are
performed, detected and how the insider’s identification is revealed. Even though such methods are
successful in stopping insiders and their activity this occurs only when significant damage has already
happened. Monitoring networks, email accounts and the log in activity of employees and their everyday
work pattern may find irregularities here or there without causing suspicion. However, by the time these
irregularities begin to add up and it is time to act on these findings it is in many cases too late as the
insider has already acted and the damage has already been performed (Puleo, 2006).

As organizations develop, they become reliant on information technology with growing importance
placed upon information security which was initially viewed as a technology problem which could be
tackled using complex hardware and software solutions. However, the increasing number of security
breaches has since disproved this theory, proving that it is in fact mainly a people problem as failure
by the end users to recognize and follow the technological controls creates a concern as systems are
compromised as a result (Yayla. 2011). With the issue of the insider threat growing in difficulty Sarkar
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(2010) also highlights that technical solutions are not adequate for this issue as insider threats are es-
sentially a people issue while Whitman (2003) emphasizes that technologists often ignore the human
solutions opting instead for technology solutions when in fact it is essential that the human factor must
firstly be discussed and incorporate technology for support when needed to achieve the required human
behaviors. Colwill (2009) highlights that there is no disputing that the least technical controls for the
prevention of insider attacks should include the following:

Encryption;

Access control;

Smallest possible privilege;

The use of monitoring, auditing and reporting

Ll

Colwill (2009) also points out that standard security policies and procedures are needed, and orga-
nizations must enforce said policies showing clearly what is expected of their employees. One method
employed is the strict enforcement of company policies and excluding the personal use of any company
assets within the workplace. As Colwill (2009) however, highlights that for such a measure to be suc-
cessful it would need networks to be closed to all but essential business applications thus avoiding access
to websites which are not work related and prevent time wasting and the risk of malware infections.

One method of detecting insider misbehavior is to adopt the use of monitoring as a suitable system
can substantially reduce the potential of insider attacks and give an alert for the presence any suspicious
behavior on the system so that the user’s privileges can be restricted and prevent a possible insider attack
(Baracaldo and Joshi, 2012). Even though research revealed that 70% of fraud is an insider issue 90%
of security controls and monitoring are still focused on the external threat (Colwill, 2009). However,
Greitzer and Frincke (2010) point out that although monitoring employees is an important activity in
the fight against the prevention of possible insider threats they also highlight that employees could take
offence when they learn that the very organization they work hard for each day is monitoring their very
activity as only a minority of employees actually engage in insider activity which could possibly harm
the organization.

As Flynn, et al. (2003) however, points out the use of monitoring should not just limit itself to indi-
viduals within the organization as the growing trend is leaning towards an increase in a mobile work-
force who have the potential to cause an insider threat through the malicious use of the many mobile
devices which this section of the workforce employ has also increased the potential for malicious use.
Organizations need to be aware of the functionality of these mobile devices and in some cases the use
of privately-owned mobile devices can be prohibited completely as they could be used to seize sensitive
information and remote access to privileged data should be limited to a certain number and keep a log
of when users use remote access for further inspection.

The Implementation of strong passwords is strongly recommended as is the practice of precise account
management policies (Greitzer and Frincke, 2010; Randazzo et al. 2005). Even though the practice of
good password management is strongly recommended within organizations, Randazzo et al. (2005) point
out however that active practices such as compulsory password protection and change policies and the
use of password-protected screen savers should be encouraged as this reduces the opportunity of insid-
ers carrying out an attack using a fellow employee’s computer or account. The importance of effective
password practice is also highlighted by Cappelli et al. (2009) who explain that however vigilant an
organization is in trying to prevent insider threats, if there is a possibility that their computer accounts
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can be compromised then the opportunity to side-step manual and automated controls exists and for this
reason, password management practices and policies should apply to all employees to ensure that all the
activity on any account is attributed to the account holder and only the account holder. If for any reason
an employee’s employment, consulting or contracting contract needs to be stopped then the immediate
deactivation should take place of all their computer accounts, authorization on the system, remote access
and privileges within the organization (Randazzo et al. 2005; Flynn et al. 2003)

Organizations should apply separate policies which privileged users should sign as they can cause
the most harm having the greatest access to systems, networks and applications and they can log into the
system as another user and have greater technical ability. Organizations should also employ techniques
which only enable online activity to be attributed to one single employee thus disabling the privileged
user from carrying out online activity under the guise of another employee. As with other employees
if the privileged user’s contract had to be ended then the organization should disable their access to the
system at once to prevent an insider attack from a former employee (Flynn et al. 2003).

Organizations should investigate methods by which employees feel they can report suspicious be-
havior. Occurrences such as the sharing of passwords, trying to access information which an employee
does not need to fulfil their duties or trying to gain access to unauthorized information or showing a
complete disregard for the organization’s safety policies and noncompliance with policies which are in
place to protect the organization and the information it safeguards. Encouraging employees to engage in
this type of practice will alert security personnel to the noncompliance with policies, thus providing them
with the opportunity to investigate the issue before it becomes a major problem (Randazzo et al. 2005).

EDUCATION AND AWARENESS

In many organizations, the bulk of their security budget and time is devoted to placing defenses at the
system boundary to protect the information and assets stored from outsiders including thieves and hackers
who were engaged in the practice of economic espionage and other illegal activities. The everchanging
environment has resulted in major technological advances offering employees the ability to make the
most of the opportunity to communicate with the organization’s network while still enjoying better mo-
bility and this growth in remote working, home working and the decision to include outsourcing further
complicates the issue with an increase in the number of personnel who have access to insider privileges
resulting in organizations being exposed to an increased number of insider threats (Jones and Colwill,
2008). Appropriate employee education is a significant contributor to improving the durability of an
organization and essential for the effective management of insider threats (Eggenschwiler et al. 2016).
In the world of cybercrime Insiders have become one of the most extensively mentioned offenders as
numbers increased with the past decade alone seeing a steady rise in the volume of attacks which have
been reported as a direct result of insider activity (Eggenschwiler et al. 2016).

Technical solutions can offer valuable protection against security threats in the form of technology
which offers a method for both the regulation and control of access to information and helps with the
monitoring and detection of malicious activity. They are however unable to deliver a complete solution
to the problem as it is the working environment and the human element which deliver the true foun-
dations for success as the activities of cyber criminals takes on many different formats. It is for this
very reason that the practice of user awareness and ongoing education are both recognized activities
considered crucial in the mitigation of cyber threats (Colwill, 2009; Choo, 2011). Colwill (2009) also
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points out that the greatest non-technical methods accessible for both human issues and security are
possibly education, training and awareness. Eggenschwiler et al. (2016) also emphasize the importance
of educational measures, employee training and awareness campaigns highlighting the crucial part they
play in the quest for insider threat recovery as they stress that encouragement of relevant education for
employees within organizations is essential as the practice of such behavior not only contributes greatly
to the strength of an organization but it is vital as it contributes considerably to the provision of an ef-
fective insider threat management.

Probst et al. (2010) highlight that employing the use of suitable training and awareness-building
education will inspire the preferred security culture which an organization is looking for, while Furnell
and Clarke (2005) emphasize that both awareness and understanding of security are prerequisites for
the establishment of an effective security culture within an organization. Hunker and Probst (2011)
highlight the importance of staff security awareness as they emphasize that it should be regarded as an
essential factor for any comprehensive plan and the three levels of user awareness which should exist
include the following:

e  Perception: The user can detect treats in the environment.

° Understanding: The user can combine information from different sensors, understand them and
the resulting knowledge allowing them decrease risks in the environment.

e  Prediction: The user can predict future attacks and alter their own behavior to reduce or remove
the risk completely.

The roles of awareness, training and education are also recognized by Whitman (2003) who highlights
that one of the essential roles performed by an organization’s security should be the implementation of a
security education, training and awareness (SETA) program. Such programs seek to inform employees
of the significance of security and its application in the day-to-day operation of an organization and by
pairing this education program with a successful awareness program the desired result can be achieved,
namely that employees will be able to recall the information provided, remembering organizational se-
curity and be conscious of this security as they deal with important information as they carry out their
daily tasks in the workplace.

It is through the implementation or non-implementation of security countermeasures such as technol-
ogy for monitoring purposes and SETA programs that organizations can prove their level of commitment
to security. The awareness of employees along with the identification of the level of commitment shown
by organizations will ultimately influence behavioral intent (Aurigemma and Panko, 2012). Siponen
(2000) points out that information security awareness refers to a state where employees are aware and
truly committed to the organization’s security mission and although increased awareness should in
theory decrease user related faults and improve the effectiveness of security techniques and procedures.
This however is not always the case as in many instances despite creating security awareness amongst
employees the true effectiveness of information security techniques and procedures is however lost as
many end-users either misuse, misunderstand or simply do not employ the end-user security guidelines.
Siponen et al. (2006) highlights that since the main threat to IS (information system) security is created
by employees, alternative measures need to be adopted to deal with this issue as it is not enough for
employees to be aware of IS security principles but there is a need for them to learn the IS procedures.
The use of training sessions, presentations, newsletters, emails and screen savers in the promotion of
IS security awareness in organizations is strongly supported as is the use of posters, brochures and
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newsletters in increasing the IS security messages within organizations. Kyobe (2005) emphasizes the
importance of both education and awareness, highlighting that in order to achieve a better understanding
of both security principles and application of technology policies in an organization it is fundamental
to educate, train and generate security awareness.

Jones and Colwill, (2008) point out that security and awareness programs should be utilized to generate
a better understanding of threats which exist both from insiders and outsiders emphasizing the methods
employed to gain information or data access including malicious attacks and the direct consequences
which can be suffered by an organization as a direct result of failure of controls. Such programs may
also have an influence in creating a better level of trust between the employee and their employer as
they offer the employee a better understanding and reason for the security policies and protocols which
have been put in place as highlighted by Jones and Colwill (2008) and (Colwill, 2009). Employing such
training updates also helps increase staff awareness of the organization’s security cultural values and
an improved staff awareness should realize a reduction in the probability of accidental breaches and a
rise in the volume of malicious activity which is detected and reported (Jones and Colwill, 2008). A
similar opinion is shared by Anderson (1999) who claims that in many cases the simple employment of
measures such as security awareness, education, detection and reaction measures will often help with
the insider problem which plagues many organizations.

TAILORING AWARENESS PROGRAMS

The recommendation for organizations whether large or small is the implementation of a security, educa-
tion, training and awareness program to achieve an effective insider threat management. Although many
ideas within cybersecurity awareness are common worldwide each organization should however tailor
the training programs appropriately to specifically deal with the policies and meet the needs of their own
organization (Cone et al. 2007). Each employee is an individual and when commencing an awareness
program within an organization this should be taken into consideration as their different personalities
will govern how they deal with compliance in relation to cybersecurity policies and when dealing with
SETA programs a one size fits all approach should not be adopted as it is recommended that organiza-
tions instead provide a cybersecurity training and influential messages which are modified accordingly
to meet the distinctive elements of each employee’s personalities (Mc Bride et al. 2012).

Third parties are usually present at some point within processes as outsourcing is commonplace
within many of today’s organizations and as such, they may need education which is equivalent to that
of the organization’s full-time employees. It is important to offer solutions which not only develop but
also preserve trust and relationships over time with the focus fixed on education and the creation of a
better attention to security and support for employees and third parties. Delivering an effective education
also presents a difficult hurdle which must be conquered, and ongoing education and awareness should
support changes to meet the needs of employees especially in outsourced environments as providers
are constantly increasing in numbers and many new employees are hired each month (Colwill, 2009).
While the continuation of ongoing awareness programs is necessary especially in settings which have
large turnovers of staff, Colwill (2009) expresses that finding out the success of programs in such areas
can however prove difficult.
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FUTURE RESEARCH DIRECTIONS

The insider threat is a problem which has the potential to cause significant damage, has been increas-
ing in frequency in earlier years and it is a problem which is expected to grow in years to come. Many
organizations are not fully aware of the seriousness of the problem that the insider threat poses, and it is
essential that the future needs to ensure that all organizations are fully aware of the situation and apply
company-wide policies to guarantee that all assets stay protected from the risks that they are constantly
facing (Humphreys, 2008). With the increased number of organizations outsourcing tasks it is necessary
that those carrying out outsourced tasks are receiving efficient education and awareness training like that
of full-time insider employees as those in outsourced environments are regarded in many cases as insiders
as they are offered the same privileges and access to information to enable them to carry out their duties.

Cone et al. (2007) highlights that an organization which receives effective security awareness train-
ing can greatly improve the confidence an organization has in their information although keeping the
attention of a trainee for a satisfactory time span which is long enough to convey the required informa-
tion is a challenge especially when the targeted audience view the topic as unexciting. New methods
of delivering information in awareness training exercises are needed in the future and one such method
which engages the target audience is the use of video games as they are involving and keep the attention
of those for whom it is designed for (Cone et al. 2007).

Previous studies have concentrated on insider attacks which have already occurred and reactive
issues such as what happens post insider attack and as Azaria et al. (2014) points out the detection of
past attacks is not a serious problem and interest should be placed on what type of attack will be used
in the future if the situation should arise where insider threats are prevented completely. Sarkar (2010)
highlights that many professionals refer to the insider threat as a time bomb and the belief is that insider
threats are more extensive than the figures which are recorded as many organizations do not divulge
figures on the frequency of breaches and how often they occur as it could ultimately damage the reputa-
tion of the organization.

CONCLUSION

While awareness and education can both prepare the groundwork, the actual alteration in the behavior of
individuals however, involves ceasing the practice of old habits and forming new ones through targeted
training. To obtain the greatest benefit this needs to involve more than simply repeating security policies
and veer towards building understanding along with development of knowledge of circumstances which
cause security risks and the behaviors and reactions which are needed (Colwill, 2009). The insider threat
is a well-established security issue and without adequate techniques, there is little that can be done to
counteract the problem of the insider threat (Chinchani et al. 2005) and Hunker and Probst (2011) point
out that the insider is already present within the system in some shape or form. The threat from insid-
ers physically exists and is increasing in size and according to Miller and Maxim (2015) it is the duty
of organizations to come to the reality that the insider threat could strike at any time and they should
adopt a more aggressive standpoint in fighting the insider threat and avoid ‘the run for cover’ attitude.
The issue of the insider threat is an exclusive dilemma which can never be completely eradicated
(Miller and Maxim, 2015; Sarkar, 2010; Hunker and Probst, 2011; Chinchani et al. 2005) and it can only
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be managed by employing mitigation strategies although due to the complexity of employees, contrac-
tors, suppliers, consultants outsourcing and the mobility of workforces this is an ongoing challenge for
organizations (Sarkar, 2010). The worrying aspect is that although employees should be made aware of
the difference between acceptable and unacceptable behavior in the workplace and from firms surveyed
only 20% propose to increase awareness in the future and only 40% now offer constant awareness train-
ing to employees (Colwill, 2009).
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KEY TERMS AND DEFINITIONS

Compliance: The certification or confirmation that the person performing an action such as an
employee does so in a manner which meets company rules and policies and the activity is carried out
meeting standards and guidelines as per the conditions of a contract.

Cyber-Attacks: A cyber-attack refers to an assault against a computer system, network, or internet-
enabled application or device. Hackers employ a wide range of devices to carry out such attacks. They
include malware, ransomware and many other approaches.
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Cybercrime: This refers to any illegal activity involving a computer, networked device or a network.
Many cybercrimes take place purely for financial gain although some take place against computers or
devices to impair them or disable them and others use computers to spread malware, illegal information,
images, or other types of data.

Espionage: This is the act of acquiring private information without the authorization from the owner
of the confidential information and it is often referred to as spying or obtaining secret information which
can be political, military, or industrial in format.

Fraud: This refers to deception, wrongful or criminal misdoings which are solely intended to result
in either financial or personal gain.

Malware: This is short for malicious software which is designed purposely with the focus of initiat-
ing damage on a computer, server, or computer network. Malware causes damage once it is implanted
or introduced in some manner to the target computer in the form of executable code, active content or
other software while the user is still unaware that their system has been compromised.

Mitigation: This is the action involved in reducing the force, severity, intensity or painfulness of
something and as a result the seriousness or grief experienced from something unpleasant is therefore
decreased.

Organizations: This refers to a group of people such as that found in an institution or association who
collectively work together in an organized way to achieve a shared purpose or to successfully undertake
and achieve collective goals.

Outsider: This is a person or individual who does belong to or who is not involved or included within
a specific group of people or organization.

Sabotage: This is a deliberate action whose goal is to weaken an organization by causing disruption,
obstruction or destruction. Those that engage in this process are referred to as saboteurs and they usually
hide their identities due to the result of the penalties inflicted because of their actions.

Spam: Unwanted or inappropriate messages sent via the Internet normally to a large volume of
Internet users usually for advertising purpose or to entice individuals to reveal personal information or
spreading malware.
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