
MAC Spoofing Lab 

MAC Spoofing allows attackers to gain access to a network that utilizes MAC filtering. When an 
AP has MAC filtering enabled, only users with MAC addresses in the Access Control List (ACL) are allowed to be 
connected to the AP. The attacker can change his MAC address to be one found in the AP’s ACL and connect to 
the AP. This laboratory exercise demonstrates how MAC spoofing is conducted using Win7 MAC Address Change 
v1.9. 

Win7 MAC Address changer is a simple freeware windows program which can change the MAC (Media Access 
Control) Address of wired and wireless network adapters (Not routers). Win7 MAC Address Changer was 
developed to be a very simple utility. 

 There are practically many uses of changing the mac address (physical address) such as troubleshooting network 
problems, software and hardware components, to hide your identity in a network or just for fun. Another 
practical use is in hotels or airports which filter on MAC address. This allows the public service to ‘disable’ their 
‘free’ Internet after a period of say 30 minutes or 60 minutes. They then quite often hope that you will purchase 
additional minutes. Should you be broke and not able to pay but need to be online, then following the 
instructions here will allow you to spoof your MAC address after each expiration period and stay connected for 
free….. 

Make sure you have no unsaved work before starting this practical as you may lose access to your network drive 
for a short period as we have to enable/disable the MAC address in order to reset it. 

1. Download MAC Address changer from https://kevincurran.org/com320/labs/Win7MacAddressChanger.exe 

2. Install the program and follow the instructions.  

3. Launch the program by going to the start menu and typing Win 7 in the run programs option box.  

4. Open a command window by typing cmd in the same program options box. 

5. In the command window, type ipconfig /all. Note your physical MAC address of the network card. See figure 
1.

 

 

Figure 1: Ipconfig window 

https://kevincurran.org/com320/labs/Win7MacAddressChanger.exe


6. Return to the MAC Address changer program and select your interface that needs changing. You should 
select the main network interface on your machine. Here it is the Broadcom NetXtreme Gigabit Interface. Your 
main interface may already be selected by default. 

 

7. Next select the operating system (in your case, Windows 8). 

 

8. Next, select the Randomize button. This generates a new MAC address according to limitations on MAC 
addresses. 



 

 

9. Finally, select Change. This has now changed your MAC address on the local machine. 

 

 

10. A pop up window will appear which tells you to disable/re-enable the network interface. 

 



11.  This can be done by going to the Network and Internet/Network and Sharing Center in the Control Panel. 
Then select the Wired or Wireless connection. 

 

12. Here the wireless card properties popup is shown. Select the Disable button. 

 



13. The interface has been disabled. Now you need to return to Network Connections and right click on the 
disabled interface (here it was the Local Area Network Connection 3) and re-enable it. 

 

14. Return to the command prompt. 

15. Type ipconfig /all and check the MAC address designated on the interface that you selected earlier. The 
MAC address should be now the same on the randomized MAC address provided by the program. 

16. Finally, to clean up, change your MAC address back to its previous value by clicking on Reset to Default 
button on Win7 MAC Address Changer.   

Please note –you may lose your network connection to your network drive for a short time. That is why you 
should follow the previous step and reset your MAC address to its default value. 


