COM320 TryHackMe Lab — Metasploit: Introduction

Metasploit is the most widely used exploitation framework. Metasploit is a powerful
tool that can support all phases of a penetration testing engagement, from
information gathering to post-exploitation.

Metasploit has two main versions:

e Metasploit Pro: The commercial version that facilitates the automation and
management of tasks. This version has a graphical user interface (GUI).

e Metasploit Framework: The open-source version that works from the
command line. This room will focus on this version, installed on the
AttackBox and most used penetration testing Linux distributions.

This room will cover the main components of Metasploit while providing you with a
solid foundation on how to find relevant exploits, set parameters, and exploit
vulnerable services on the target system. Once you have completed this room, you
will be able to navigate and use the Metasploit command line comfortably.

Instructions

1. Visit https://tryhackme.com/room/metasploitintro and complete the
Introduction to Metasploit.
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An introduction to the main components of the Metasploit Framework.

Easy © 30 min

Walkthrough video: https://www.youtube.com/watch?v=-KRGLmbul1E
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